P=LLATHREIA AAERBEET SN\ —REML

1.

ZXEERICITO IR T —R
AR AR EEY KR WL

BIE  EEWEGERET 2 FHEIE, BB S5 A NS — R ERT 25D RN TED—D>TH 3.
L2L, EFA 270X RERLIZAETE, BROFEE 2 TE Y, HEOBRRILUZBRNEHRFT
BROWIED LA DB, BT, TIANY—(REDDD LY -7 L ¥ NV —REGREY K— b3
FRLTWED, 2—F =L T 74 N —(REINREPFRIGZERLTEIeMNTET, T4 —
TREBIIHT 2 EMEBETIETWS. KX TR, ERNaY Ty VB (P74 —DBEE > — L
L ZHELORECE EMZ 2HLWFE) 2BU T, 2—F—2EBERND T 54 N> —DRHEE 1R
FTEIHARTA ZO[RERA VR T 2 — AR T S, 12—V =1, T4\ —2RET 2HHORESR.
REMOFEMOIEE., HHNBEOHIENE T2/2DDMARNRRTA—RDFEET LN TES. DA
VERT 2= AW, FERDEIRT T AN —(REFELY 7 b2 7 LT, ANADT T4y —(R7E
RO Z v BHART 5.

F—O—FR EHBESITANT—, HEFRERET L, A X7 2—R

An Interactive Application That Realizes Seamless and Customizable
Photo Privacy Protection

ANRAN XUb®  Yugo Fusawal'?)  Kojr YaTant!©

Abstract: Direct editing is one of the most common ways to achieve image privacy protection. However,
pervasive methods like mosaics often fail to preserve image usability and maintain the intended purposes of
sharing. Additionally, there is a lack of user-friendly image editing support specifically designed for privacy
protection, which hinders users from quickly achieving their desired privacy effects and decreases their will-
ingness to protect their privacy. This paper introduces a customizable interface to assist users in protecting
their privacy in images through generative content replacement, a novel method that seamlessly replaces
privacy threats with similar substitutes. Users can customize the areas of privacy threats, specify details of
the substitutes, and adjust various parameters to control the output quality. We envision that this interface
can help people better protect their privacy compared to traditional image privacy protection methods and
software.

Keywords: Image Privacy, Image Editing Model, Interface
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Fig. 1 The workflow of the generative content replacement (GCR). GCR first uses the

BLIP-2 model [6] to understand the entire image and its privacy-threatening

content. By generating a prompt that contains both information about the

entire image and privacy-threatening content, GCR inputs the prompt to the

Stable Diffusion v2.1 model to generate an image in which privacy-threatening

content is seamlessly replaced by generated substitutes.
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Fig. 2 The interface for Generative Content Replacement. It allows manual selection

of image areas for privacy protection, with controls for editing details such as

textual prompts and similarity adjustments to seamlessly blend new content into

the original image.
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