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ABSTRACT

A nudge is a method to influence individual choices without
taking away freedom of choice. We are interested in whether
nudges can help adolescents avoid privacy and safety threats
on social network services (SNS). We conducted online
surveys to compare how 11 different nudge designs influence
decisions in 9 scenarios featuring various privacy and safety
threats. We collected 29,608 responses from adolescent
SNS users (self-claimed high school and university students),
and found that nudges can help to reduce potentially risky
choices. Participants were more likely to avoid potentially
risky choices when presented with negative frames (e.g.,
“90% of users would not share a photo without permission’)
than affirmative ones (e.g., “10% of users would”). Social
nudges displaying statistics on how likely other people would
make potentially risky decisions can have a negative effect in
comparison to a nudge with only general privacy and safety
suggestions. We conclude by providing design considerations
for privacy/safety nudges targeting adolescent SNS users.

Author Keywords
Social nudges; adolescent SNS users; online privacy and
safety; large-scale survey.
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*Security and privacy — Social network security and
privacy; Social aspects of security and privacy, *Human-
centered computing — Empirical studies in interaction
design;

INTRODUCTION

Social network services (SNS) provide a wide variety of
opportunities, connecting a vast network of friends and
strangers around the world. While SNS generally benefits
users, it can lead to substantial negative effects. Online
risks adolescents face range from privacy breaches and
cyberbullying to sexual predation [31]. These risks may
result in serious consequences, including emotional distress,
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damaged reputation, severe isolation, and suicide [18]. In
2017, over 1,800 adolescents in Japan became victims of
crimes, such as indecent assaults committed by perpetrators
they came to know through the use of SNS, and this number
is still increasing [17]. It is thus important to investigate new
mechanics to prevent adolescents from making potentially
risky decisions.

Many studies have investigated ways to assist people in
engaging in more privacy/safety-concerned behavior. A
nudge refers to a method of predictably influencing individual
choices towards more desirable options without taking away
freedom of choice [24]. Researchers have applied nudges
for online privacy and security in scenarios of software
installation [4], mobile app installation [7, 11], password
creation [26], personal information sharing [20], and post
sharing on SNS [19, 27]. According to behavioral economics
and human-computer interaction literature, nudges that inform
people of public opinions, called “social nudges,” may be
more effective than other types of nudges to prevent potential
risky behavior [8, 26].

We believe that nudges may be a possible approach to help
adolescents avoid threats to privacy and safety on SNS, but
little quantitative evidence has been reported. The objective
of this research is to examine how nudges potentially affect
adolescent SNS users’ decisions toward scenarios related
to privacy and safety through large-scale online surveys
conducted on SNS for adolescent users. We investigated
diverse nudge designs: a nudge that includes a general
suggestion for privacy/safety-concerning actions, a social
nudge using data extracted from actual surveys, and a social
nudge using fictitious data. With 29,608 responses collected
through a series of surveys, we contribute novel insights on
how different designs of nudges may help adolescent SNS
users avoid risky decisions related to privacy and safety. We
also identify scenarios where particular designs of nudges are
the most and least effective.

The contributions of this work are summarized as follows:

e Large-scale online surveys with adolescent SNS users
examining benefits of nudges for privacy/safety-related
scenarios,

e Statistical analysis to identify scenarios where particular
designs of nudges are the most and least effective, and

e Design implications on nudges for protecting privacy and
safety of adolescent SNS users.



RELATED WORK

Online Risks

As social media became ubiquitous, researchers began to
identify potential privacy and safety risks [10]. Livingstone
addressed the issue of child online safety by reviewing its
complexity given new social technology and the intricate
nature of harm in everyday lives [14]. Harm is the objectively
measured outcome, but the risk lies in its probability.
Common risks found online that can lead to harm include
privacy breaches, cyberbullying, and sexual predation [31].
Additionally, Best et al. identified issues of psychological well
being, depression, and social isolation in relation to social
media and online communication [2].

Privacy is a major concern for SNS usage as a lack thereof
can jeopardize user’s online safety. Privacy has been
operationalized in research as the individual ability to control
information disclosure. On the contrary, online safety can be
operationalized as a transactional process of risky behavior,
risk event, risk response, and risk result [31].

To address risks faced online, researchers have highlighted pol-
icy amendments, well-crafted interfaces, and the involvement
of social media providers to be important [15, 29]. We aim to
explore a novel interface design to prevent adolescents from
engaging in potentially risky actions with the help of a social
media platform. This approach builds on the hypothesis that
interface design is critical in influencing how people interact
with others and disclose information on SNS.

Nudges for Privacy and Safety

Developing an intervention to help individuals engage in more
responsible behavior is crucial to reduce the prevalence of
online harm. However, restrictions can be inefficient and may
curtail the benefits of social media [16]. Instead of enforcing
restrictions through parental control, systems that can help
self-monitoring, impulse control, and risk coping have been
highlighted to promote responsible behavior. This type of
“teen-centric” solution may be effective in promoting a sense
of personal agency to manage online risk and build resilience
in online contexts [30]. Technology that supports such goals
are sought after.

Thaler et al. popularized the concept of “nudging,” a
method of predictably altering individual choices towards
more desirable options without taking away the freedom of
choice [24]. This soft paternalistic intervention can be applied
in online contexts by altering the information displayed,
providing additional information, or highlighting risks.

Studies have investigated the effect of nudges in privacy and
safety related decisions like those involved in the installation
of applications and disclosure of personal information online.
Bravo-Lillo et al. tested modifications to user interfaces
to draw attention to essential information while installing
software [4]. Participants exposed to certain nudges were
more likely to find clues hinting that the software was
malicious. Harbach et al. investigated the effect of displaying
examples of private data that may be at risk in the context
of Android app installation, which helped users make more
privacy-conscious decisions [11]. To discourage users from

installing privacy-invasive apps, Choe et al. developed visual
representations of the mobile app’s privacy rating [7]. They
compared two visuals framed in either a positive or negative
way and found positive framing was more effective than
negative framing to emphasize an app that may harm a user’s
privacy. In parallel, Samat et al. investigated the effects of
different presentations of privacy notices [20]. They found
that framing impacted on information disclosure decisions
particularly when a potential risk is perceived as high.

SNS interface modifications which include privacy/safety
nudges can help users make more privacy/safety-concerned
decisions about the contents and audience of their posts.
To avoid unintended disclosures on social media, Wang et
al. developed a Chrome browser plug-in to integrate nudge
interfaces into Facebook pages [27]. The interface showed
users a list of people who could see their Facebook post
before sharing. Additionally, they developed an interface that
delayed the publication of their post to give users time to
reconsider uploading. These nudges were powerful tools to
reduce unintended disclosures on Facebook. A further study
using Facebook investigated Privacy Wedges, an interface
that visually categorizes friends by interpersonal distance
to encourage privacy-respecting posting [19]. This custom
audience setting allows restricted sharing of posts to a specific
category of friends. Prabhu designed Rethink!, which is a
keyboard application downloaded over 10,000 times. When a
user tries to post an offensive message, the app automatically
detects the offensive word and gives an alert. This app,
developed specifically for teenagers, successfully reduced
the use of abusive words.

The related work above informs us that nudges are practical
tools in online privacy and security contexts. Building on this
prior research, we aim to explore the potential of nudges for
adolescent SNS use.

Social Nudges

Studies in psychology and behavioral economics have shown
that people’s decisions change when they see other people’s
behavior. For example, people’s judgment of the length
of a line can vary depending on the responses of other
people [1]. A radio fundraising campaign highlighted that
people who received information about contributions made
by other members of the community donated more money
than people without this information [23]. This social nudge
can also be considered as a form of anchoring bias, a
well-studied behavioral bias in the decision-making process
in psychology [25].

Some political decisions utilizing this aspect of conformity
have successfully encouraged people to make certain desirable
choices. For example, in California, a descriptive normative
message to households detailing average neighborhood power
usage led to power consumption decrease for people who
had consumed more energy than average [21]. Similarly,
field experiments in Southern California showed that the
power consumption reduced among residents who received
bimonthly notifications telling average usage of households
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in the recipient’s neighborhood group and the average

consumption of the efficient homes in the same group [3].

They also showed that the power consumption reduced
among residents who received a call or email offering similar
information right before and after peak load events. In 1995,
Minnesota state surveyed to increase voluntary compliance
with the individual income tax [8]. People who received
information about the percentage of local taxpayers were
more likely to pay the tax compared to people who simply
received advice on the subject. People who received a rational
argument explaining the importance of tax were as likely to
pay tax as people who received simple advice.

Additionally, researchers have investigated the effect of nudge
designs using social norms or real data in the field of
human-computer interaction. An experiment with a fake
photo-driven SNS showed that participants who have seen
other users upload more revealing images would have biased
personal views of appropriate information to share [6]. Ur
et al. designed a novel interface for password creation that
used a large set of data to provide numerical feedback of
guessability and actionable recommendations [26]. They
found that their interface led to more secure password creation
than a normal interface showing a meter with only a bar as a
strength indicator.

These studies indicate that nudges using social norms or real
data are applicable tools and even more convincing than
simple nudges, as shown in [8, 26]. However, nudges
using real data have not yet been fully explored, and it is
still unknown whether data-driven privacy/safety nudges for
adolescent SNS users is effective. We aim to apply nudging
techniques using real data for privacy/safety issues on SNS
and provide insight into behavioral changes for adolescents.

METHOD

As we discussed in the introduction, how nudges can
effectively promote risk-averse behavior in adolescents
remains unanswered. To quantitatively examine which nudge
designs are the most effective to encourage appropriate

SNS use by adolescents, we conducted online surveys.

Although integration of nudges in real SNS apps or
systems would be ideal for investigating the effect of their
designs, interface modification for research purposes is not
practical. We delivered a 2-choice questionnaire concerning
privacy/safety-related decisions on Himabu, a popular SNS
platform for Japanese adolescents’. The content of the
question about potentially risky actions is, for instance,
“Would you upload photos of you and your friends without
permission?” in a photo sharing scenario.

Upon access to the app, randomly selected Himabu users see a
pop-up with an image of an interaction on a hypothetical SNS
(Figure 1). We deliberately designed pop-ups in a way that
they provide common interaction scenarios, but they would
not be associated with particular existing SNS. The pop-ups
are also accompanied by additional textual descriptions to
clarify the scenarios. Below the image of an interaction at a
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Figure 1: An example screenshot of a pop-up shown to our participants
during our surveys.

hypothetical SNS, we declare our identity and an explanation
about data use for informed consent. At the bottom of the
pop-up, users can choose either of two possible actions: “I
would do (the action suggested above)” or “I would not.” The
choice of “I would do” means that the user would engage in
a potentially risky action. The other choice represents the
opposite intention of actions. Users can also opt out from the
survey by tapping the close button on the top right corner.

NUDGE DESIGN

We created multiple nudge designs informed by our literature
review. Research on privacy/safety nudges suggests that
giving privacy/safety-related information at appropriate
timing can lead people to risk-averse behavior [4, 11].
We designed NudgeGeneral to investigate the effect of
giving privacy/safety-related information at suitable timing.
Psychology and behavioral economics have shown that people
tend to follow other people’s behavior [1, 23]. Existing
literature also shows that data-driven nudges using the
conformity of people can be more convincing than simple
nudges [8, 26]. For instance, a message telling a user that
most other users do not upload photos of her friends without
her permission allows her to reconsider uploading. Therefore,
we designed a data-driven nudge, NudgeData.

NudgeGeneral: Nudges Using General Guidelines
NudgeGeneral is a nudge design that displays a general
suggestion to avoid privacy and safety threats (e.g., “Your
friend may be uncomfortable with this.” for a photo-sharing
scenario). This can be considered a normal tutorial interface.
We believe that it can potentially show benefits just by
being displayed within the context of interactions (e.g., right
before uploading a picture). According to the framework by
Caraban et al. [5], NudgeGeneral is instantiation of a generic
mechanism to remind consequences or confront.

NudgeData: Social Nudges

NudgeData is a nudge that contains survey data results taken
from the same target user population. Suppose that 10% of
adolescent users would share a picture on SNS without getting
permission from their friends. In this case, a nudge for photo
sharing would be “10% of users would (share a photo without
getting permission)”.
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No polarity

Polarity

Affirmative

(Phrase how many would do)

Negative
(Phrase how many would NOT do)

No intervention None

Nudge with general suggestions only NudgeGeneral

Nudge with real survey data —

NudgeData-Do

NudgeData-Don’t

5% —

NudgeDummyData-5-Do

NudgeDummyData-5-Don’t

Nudge with fictitious survey data 10% —

NudgeDummyData-10-Do

NudgeDummyData-10-Don’t

25% —

NudgeDummyData-25-Do

NudgeDummyData-25-Don’t

40% —

NudgeDummyData-40-Do

NudgeDummyData-40-Don’t

Table 1: Eleven nudge design conditions studied in our work. None is the reference condition where no nudge was included.
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Figure 2: Nudge presentations in our surveys. (a) a nudge with general privacy/safety suggestion (NudgeGeneral). (b) a nudge using actual survey
data (NudgeData). (c) a nudge using fictitious survey data (in this case, the design assumes that 5% of people would choose a potentially risky action.)
(NudgeDummyData). In (b) and (c), the nudges include negative presentations (i.e., “XX% of users would not.”).

In addition, a nudge can present survey results affirmatively or
negatively. The negative presentation of the previous example
would be: “90% of users would not (share a photo without
getting permission)”. This is similar to positive and negative
framing, and prior work has shown differences according to
this polarity [9, 13, 28]. We thus decided to include both
types of nudge descriptions as NudgeData-Do (affirmative
presentations) and NudgeData-Don’t (negative presentations).

NudgeDummyData: Social Nudges Using Fictitious Data

We further decided to explore the effect of presentations of
survey results by introducing conditions using fictitious data
(NudgeDummyData). There exist limitations of data-driven
suggestions. First, data of specific actions or awareness is
necessary. Second, real data may have an opposite effect,
known as a boomerang effect [12]. For example, in California,
a descriptive normative message to households detailing
average neighborhood power usage led to undesirable power
consumption increase for people who had consumed less
energy than average [21].

Our motivation here is to examine how the effect of nudges
would change depending on how far the fictitious data are
from the real results. As we expected the statistics in
NudgeData to vary depending on the scenarios, we also were
concerned that such variance could influence the effect of
such nudges. We set four different fictitious survey results: 5,
10, 25, and 40% instead of results taken from the same target
user population we use in NudgeData. We decided to include
10, 25, and 40% to cover the spectrum of possible survey
outcomes, and 5% to represent an extreme case where our
participants may not believe our data. Same as NudgeData,
we examined both affirmative and negative presentations of
NudgeDummyData, resulting in eight conditions. In Caraban
et al.’s framework [5], NudgeData and NudgeDummyData are

considered as a mechanism to enable social comparisons or
social influence.

We note that using fictitious data in nudges would not be
possible in a real setting, and we are not advocating their
use. Our intention was to investigate how different data could
impact the nudging effect.

STUDY PROCEDURE

We conducted a between-subject study to quantitatively
investigate the effects of different nudge designs. In total,
we had 12 conditions summarized in Table 1. We included
a condition where no nudge was provided (None) as the
reference condition for comparison.

Scenarios

For studying the effect of different nudge designs, we
developed common scenarios where adolescents on SNS
can be at risk through a literature survey and interviews.
We first conducted a literature review on existing computer
literacy materials (e.g., textbooks and guidelines about
Internet literacy issued in Japan). We then created a set of
questions concerning potentially dangerous scenarios high
school students had experienced or had heard of from their
friends for our interviews with 15 high school students (12
women and 3 men). We extracted and grouped scenarios
observed in our interviews, and selected nine scenarios based
on two criteria for generalizability of the findings of this
study: 1) scenarios would not require data or information
from private communication chat channels; and 2) scenarios
would not be specific to particular SNS. We also consulted
with Himabu administrators to confirm that they reflected
common problematic situations on their platform. Table 2
shows the nine privacy/safety-related scenarios with which
we asked our participants what actions they would take.



ID  Question

Description used in NudgeGeneral

S1  Would you upload photos of you and your friends without permission?

S2  Would you meet a person online who you know for about a month in person ?
S3  Would you upload a post that may show your address or the route to your school?

S4  Would you upload a post that includes your face?

S5  Would you pay money if you find a person who would sell a (concert) ticket you really want?
S6  Would you communicate with a person you find on SNS if he/she has the same interests?

S7  Would you accept a friend request from a stranger who seems to have the same interests as you?
S8 If you have a boyfriend/girlfriend, would you upload photos with him/her?

S9  Would you upload a post that shows your school uniform or school name?

Your friend may be uncomfortable with this.
He/she may be a suspicious person.

It may disclose your information.

It may disclose your information.

You may get ripped off.

He/she may be a suspicious person.

He/she may be a suspicious person.

Photos may be distributed beyond your control.
It may disclose your information.

Table 2: Nine privacy/safety-related scenarios investigated in our work.

Participants

We distributed online surveys on Himabu. We consulted with
the institutional review board at our institute, and confirmed
that approvals from guardians are not necessary for people
at the age of 15 and above. The institutional review board
reviewed and approved the whole study reported in this
paper. We randomly chose Himabu users who self-claimed
as high school students or older as participants. They had the
freedom not to participate in our study by simply clicking the
close button shown at the top right corner of a pop-up. No
compensation was offered in this study.

Survey Distribution

We distributed our surveys between June and August 2019.
We ran surveys with each scenario for four weekdays in
a week. We adopted a between-subject design because
forcing our participants to respond to all of the surveys
would greatly discourage participation. For the given week,
the system distributed None and NudgeGeneral on Day
1. The data collected in the None condition were fed to
NudgeData conditions. We then executed two NudgeData
conditions (both Do and Don’t) on Day 2. We tested
NudgeDummyData-5 and NudgeDummyData-10 conditions
on Day 3. We lastly employed NudgeDummyData-25 and
NudgeDummyData-40 conditions on Day 4. We started our
surveys at 7 pm, as many Himabu users are active during the
night. We opened our surveys for 25-100 minutes depending
on response rates. Each Himabu user who satisfied our
participant selection criteria received one of the conditions
randomly for the given day. We excluded participants who
had already responded from participation in the other design
conditions for that week. Thus, a participant could respond
to our surveys once per scenario. In this manner, our
examination guaranteed the between-subject design across
the nudge design conditions.

Data Collection and Debriefing

As most of our participants were minors, we were extremely
careful about data collection. We opted to collect the mini-
mum information necessary for our investigation. Although
age and geographical information would provide interesting
analysis, we avoided collecting such information for privacy
reasons. We did not have the exact number of unique users
either because the company we collaborated with decided not
to store such records for potential ethical reasons. The survey
system instead internally ensured that a user was allowed to
respond to a survey only once for each scenario.

As our investigation included the nature of a deception study,
we conducted debriefing after our surveys were completed.

The supplemental file presents our debriefing notice posted
on our website>. The URL was shared through a post by
the Himabu official Twitter as well as a pop-up notice on the
Himabu app.

RESULTS

In total, we collected 38,444 answers to the online survey,
along with Himabu user profile data. We checked all
respondents’ self-claimed educational stages with their
profiles, and excluded those who we were unable to confirm
that were at the age of 15 or above. This filtering led to 29,608
responses. 21,045 of them were from self-claimed high school
students, and the rest were from those at universities and
colleges. Table 3 shows the total number of responses per
scenario and condition as well as the percentage of positive
responses (i.e., “I would do”).

In later analyses of our results, we use logistic regression.
Logistic regression is a statistical method of modeling binary
responses given a set of explanatory variables. Statistically-
significant explanatory variables confirm above or below the
odds ratio of 1 for the observed event of interest.

Frequency of Privacy-concerned Choices without Nudges
Table 3 shows the total number of responses and the percent-
age of the choice of “I would do” for each condition and
scenario. We found that six scenarios (S1, S3, S4, S5, S8, and
S9) received skewed responses toward privacy/safety-aware
actions. On the other hand, three scenarios (S2, S6, and S7)
resulted in rather polarized responses. These three scenarios
were related to communication with people who participants
would know only through online SNS. Our results confirm
that participants were in general cautious about interactions
on SNS, but approximately half of them were more open to
connect with people who they do not know in person.

We further broke down the data by gender. Table 4 summa-
rizes the results separated by gender*. In general, woman
respondents tended to commit to privacy/safety-concerned
actions. S2 and S9 were particular in gender differences, and
all nudge conditions resulted in higher positive response rates
in S9 than the reference condition for woman respondents.

Presence of Nudges
We first examined the contribution of the presence of nudges
to committing to privacy/safety-aware actions. We created

3https://iis—lab.org/research/sns—nudge—debriefing/

4A reviewer suggested using “men/women” as opposite to
“male/female”. As we also found that gender study papers tend to
use “men/women”, we incorporated this advice in the camera-ready
revisions.
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Nudge conditions S1 S2 S3 S4 S5 S6 S7 S8 S9
# yes%  # yes%  # yes%o  # yes%  # yes%  # yes%  # yes%  # yes%  # yes%

None 520 11.5% 691 44.7% 194 13.4% 376 30.6% 383 7.6% 419 51.6% 300 59.7% 248 29.0% 271 11.1%
NudgeGeneral 584 104% 740 36.5% 257 14.0% 404 252% 384 6.8% 391 48.8% 310 53.2% 252 23.8% 262 10.3%
NudgeData-Do 234 16.7% 576 464% 209 14.8% 234 32.1% 283 92% 364 549% 268 62.7% 248 262% 212 12.3%
NudgeData-Don’t 276 13.0% 553 40.1% 173 9.2% 250 24.4% 325 9.2% 327 41.6% 282 50.7% 219 242% 220 10.9%
NudgeDummyData-5-Do 219 17.8% 470 41.3% 122 19.7% 171 28.1% 242 83% 289 53.6% 232 55.6% 148 29.7% 181 10.5%
NudgeDummyData-5-Don’t 239 13.4% 512 36.7% 133 13.5% 194 19.6% 257 9.7% 304 40.1% 249 48.6% 182 26.4% 201 13.9%
NudgeDummyData-10-Do 222 162% 472 43.6% 119 17.6% 193 28.0% 262 53% 247 482% 250 53.6% 168 33.9% 204 18.1%
NudgeDummyData-10-Don’t 250 9.6% 518 39.4% 139 129% 188 26.6% 238 10.5% 264 35.6% 267 44.2% 187 24.6% 175 11.4%
NudgeDummyData-25-Do 235 183% 474 47.0% 165 15.8% 170 26.5% 248 12.9% 271 46.5% 248 52.4% 183 279% 146 19.2%
NudgeDummyData-25-Don’t 286 12.9% 508 36.2% 141 142% 174 30.5% 214 7.5% 265 41.1% 259 39.8% 184 26.1% 194 15.5%
NudgeDummyData-40-Do 217 184% 449 457% 126 23.8% 181 27.1% 251 88% 287 55.1% 231 60.2% 132 26.5% 164 14.0%
NudgeDummyData-40-Don’t 241 124% 510 394% 126 143% 194 253% 283 102% 279 43.0% 267 48.3% 183 262% 175 10.9%

Table 3: The total numbers of responses and percentages of the “I would do” choices (“yes” responses) for each scenario and nudge condition.

five models to compare each of the five nudge design condi-
tions of NudgeGeneral, NudgeData-Do, NudgeData-Don'’t,
NudgeDummyData-Do, and NudgeDummyData-Don’t against
None, shown in Table 5. Participants were more likely to
choose a privacy/safety-concerned choice in conditions of:

e NudgeGeneral in S2,
e NudgeData-Don’t in S6 and S7, and
e NudgeDummyData-Don’t in S2, S6, and S7.

Alternatively, participants were more likely to choose a risky
choice in conditions of NudgeDummyData-Do in S1.

The results above suggest that the presence of nudges can
influence on participants’ choices toward privacy and safety
in scenarios people do not exhibit clear consensus. They also
imply that affirmative social nudges can negatively impact on
privacy/safety-aware actions.

Differences by Nudge Designs

General Suggestion vs. Affirmative Social Nudges

To compare the contributions between nudges with general
guidelines and affirmative social nudges, we compared the
conditions of NudgeData-Do and NudgeDummyData-Do
against NudgeGeneral. Table 6 shows logistic regression
results where the default condition was set to NudgeGeneral.
This analysis confirms the negative contributions of affirma-
tive social nudges in three of the nine scenarios tested. We did
not find any significant explanatory variable which positively
contributed to privacy/safety-aware actions. The results above
thus suggest that affirmative social nudges should not be used
for encouraging privacy/safety-aware actions.

General Suggestion vs. Negative Social Nudges

We built a similar logistic regression model with data in
the conditions of NudgeData-Don’t and NudgeDummyData-
Don’t against NudgeGeneral. Table 7 presents our models for
each scenario. Unlike the cases of affirmative social nudges,
we found a few contributions toward privacy/safety-aware
actions.  Participants were more likely to choose a
privacy/safety-concerned choice:

NudgeDummyData-5-Don’t in S6,
NudgeDummyData-10-Don’t in S6,
NudgeDummyData-10-Don’t in S7, and
NudgeDummyData-25-Don’t in S7.

S6 and S7 were scenarios where our participants were
polarized. Thus, social nudges using actual data did not

effectively persuade actions toward privacy and safety. But
social nudges showing data in favor of privacy/safety-aware
actions successfully led our participants to commit to
privacy/safety-concerned choices.

Affirmative vs. Negative Social Nudges

We next compared contributions of the two different
expressions of social nudges. We built a logistic regression
model with five explanatory variables representing the
condition of negative social nudges and the four conditions
of NudgeDummyData. Table 8 shows our resulted models.
We found statistically significant positive effects of negative
social nudges for 5 of the 9 scenarios. In addition, participants
were more likely to choose a privacy/safety-concerned choice
in the conditions of:

NudgeDummyData-5 in S2,
NudgeDummyData-10 in S6,
NudgeDummyData-10 in S7, and
NudgeDummyData-25 in S7.

On the contrary, participants were more likely to choose
a risky choice in NudgeDummyData-40 in S3 and
NudgeDummyData-25 in S9.

The results above suggest that descriptions should be written
in a negative presentation if future systems use social nudges.
They also revealed that social nudges are not necessarily
powerful when people already have one-sided opinions in
privacy/safety-related scenarios.

Differences by Gender

Our interviews with high school students suggested that
women users tended to be more cautious on SNS than men.
We thus expected that they would be more conservative about
risky actions on SNS than men. Breakdowns by gender led to
similar results for all scenarios except S9 (see our supplemen-
tal document). Table 9 summarizes logistic regression results
for S9 separated by gender. Man participants were more
likely to choose a privacy/safety-concerned choice with social
nudges in negative presentations whereas woman participants
were swayed in the opposite direction.

DISCUSSION
Our study results reveal design implications for nudges for
adolescent SNS users to avoid privacy/safety-risky actions.



Nudge conditions S1 S2 S3 S4 S5 S6 S7 S8 S9

# yes%  # yes%  # yes%o  # yes%  # yes%  # yes%  # yes%  # yes%  # yes%

Men
None 245 12.7% 340 588% 94 16.0% 197 289% 184 109% 212 53.8% 155 62.6% 134 27.6% 127 19.7%
NudgeGeneral 299 10.0% 368 50.0% 119 14.3% 205 22.9% 201 9.0% 194 48.5% 164 55.5% 122 189% 130 11.5%
NudgeData-Do 131 17.6% 279 63.1% 101 16.8% 111 29.7% 150 12.0% 207 54.1% 137 62.0% 141 262% 90 17.8%
NudgeData-Don’t 138 12.3% 280 55.0% 80 10.0% 117 19.7% 171 11.1% 170 41.8% 155 56.1% 104 24.0% 102 8.8%
NudgeDummyData-5-Do 113 195% 235 553% 46 26.1% 91 275% 124 12.1% 161 52.8% 130 585% 75 29.3% 98 122%
NudgeDummyData-5-Don’t 130 18.5% 245 51.8% 67 20.9% 100 18.0% 129 124% 149 43.6% 119 563% 95 253% 99 152%
NudgeDummyData-10-Do 115 14.8% 252 579% 51 255% 93 269% 143 63% 115 53.0% 125 56.8% 80 413% 96 21.9%
NudgeDummyData-10-Don’t 133 9.0% 249 53.0% 58 13.8% 96 18.8% 127 142% 147 38.1% 145 462% 90 21.1% 101 8.9%
NudgeDummyData-25-Do 122 189% 256 60.5% 62 19.4% 80 27.5% 129 17.8% 157 439% 118 492% 90 222% 74 20.3%
NudgeDummyData-25-Don’t 153 15.0% 255 51.4% 67 239% 96 27.1% 126 63% 140 37.9% 140 393% 91 23.1% 95 14.7%
NudgeDummyData-40-Do 110 19.1% 229 57.6% 61 29.5% 104 269% 140 10.0% 162 50.6% 123 62.6% 56 304% 78 16.7%
NudgeDummyData-40-Don’t 138 13.0% 268 504% 62 242% 101 248% 135 11.1% 148 432% 141 574% 96 219% 86 12.8%
‘Women
None 220 12.7% 300 29.3% 80 88% 155 32.3% 163 49% 182 50.0% 122 59.0% 95 28.4% 128 3.9%
NudgeGeneral 232 11.6% 316 222% 121 11.6% 177 27.1% 158 4.4% 163 472% 127 52.8% 104 27.9% 108 9.3%
NudgeData-Do 86 174% 247 287% 94 12.8% 99 354% 111 63% 125 56.8% 116 62.9% 88 273% 110 7.3%
NudgeData-Don’t 110 145% 228 24.1% 76 39% 107 28.0% 125 8.0% 129 434% 106 453% 98 265% 97 11.3%
NudgeDummyData-5-Do 8 153% 208 25.0% 66 13.6% 61 31.1% 98 4.1% 107 579% 83 56.6% 55 309% 70 10.0%
NudgeDummyData-5-Don’t 91 6.6% 240 20.8% 51 59% 75 21.3% 103 49% 136 37.5% 105 46.7% 75 29.3% 86 10.5%
NudgeDummyData-10-Do 87 172% 194 258% 54 93% 82 293% 96 42% 104 47.1% 105 533% 73 28.8% 90 16.7%
NudgeDummyData-10-Don’t 104 7.7% 226 248% 66 10.6% 78 34.6% 97 52% 99 333% 105 448% 77 26.0% 62 9.7%
NudgeDummyData-25-Do 91 165% 184 304% 82 134% 77 247% 101 69% 103 50.5% 106 58.5% 78 359% 57 19.3%
NudgeDummyData-25-Don’t 108 12.0% 224 21.4% 61 49% 63 349% 78 9.0% 105 43.8% 105 41.0% 73 26.0% 85 17.6%
NudgeDummyData-40-Do 94 19.1% 187 32.6% 55 182% 67 299% 98 82% 106 585% 86 60.5% 59 27.1% 74 122%
NudgeDummyData-40-Don’t 81 12.3% 204 23.0% 54 37% 86 279% 122 10.7% 116 43.1% 112 375% 79 31.6% 78 10.3%
Gender Unspecified

None 55 1.8% 51 412% 20 20.0% 24 333% 36 28% 25 440% 23 435% 19 42.1% 16 0.0%
NudgeGeneral 53 75% 56 28.6% 17 294% 22 31.8% 25 4.0% 34 588% 19 36.8% 26 30.8% 24 83%
NudgeData-Do 17 59% 50 40.0% 14 143% 24 292% 22 45% 32 53.1% 15 667% 19 21.1% 12 16.7%
NudgeData-Don’t 28 10.7% 45 289% 17 294% 26 30.8% 29 34% 28 32.1% 21 38.1% 17 11.8% 21 19.0%
NudgeDummyData-5-Do 21 19.0% 27 444% 10 30.0% 19 21.1% 20 5.0% 21 381% 19 31.6% 18 278% 13 0.0%
NudgeDummyData-5-Don’t 18 11.1% 27 407% 15 6.7% 19 21.1% 25 16.0% 19 31.6% 25 20.0% 12 167% 16 25.0%
NudgeDummyData-10-Do 20 20.0% 26 385% 14 214% 18 278% 23 43% 28 32.1% 20 350% 15 20.0% 18 5.6%
NudgeDummyData-10-Don’t 13 30.8% 43 372% 15 20.0% 14 357% 14 143% 18 278% 17 235% 20 350% 12 41.7%
NudgeDummyData-25-Do 22 227% 34 353% 21 143% 13 30.8% 18 11.1% 11 455% 24 41.7% 15 20.0% 15 13.3%
NudgeDummyData-25-Don’t 25 40% 29 172% 13 77% 15 333% 10 100% 20 50.0% 14 357% 20 40.0% 14 7.1%
NudgeDummyData-40-Do 13 77% 33 364% 10 20.0% 10 10.0% 13 0.0% 19 737% 22 455% 17 11.8% 12 83%
NudgeDummyData-40-Don’t 22 9.1% 38 50.0% 10 10.0% 7 00% 26 38% 15 40.0% 14 429% 8 25.0% 11  0.0%

Table 4: The total numbers of responses and percentages of the “I would do” choices (“yes” responses) for each scenario and nudge condition separately by
gender. Note that responses from users who did not specify gender were excluded.

e Nudges with general suggestions or negative social nudges
can be effective in scenarios to which adolescent SNS users
exhibit polarized attitudes,

e Nudges would not be powerful in scenarios where a large
majority of adolescent SNS users are already aware of
privacy/safety-concerned choices, and

e Affirmative social nudges should be avoided for privacy
and safety promotion purposes.

We confirmed that the presence of nudges can help the
avoidance of potentially risky actions when people have
polarized opinions (Table 5). In S6 and S7, social nudges
using fictitious survey data in negative presentations may
further reduce the likelihood to choose potentially risky
actions when compared to nudges with general suggestions
(Table 7). This result suggests that an understanding of how
often people would make risky choices is important to identify
scenarios where nudges can be useful.

Our analysis does not confirm the benefits of nudges in
cases where a large majority of users already support
privacy/safety-concerned choices. In these scenarios, par-
ticipants were likely to be aware that they should commit
to privacy/safety-concerned choices. As a result, nudges
would not be effective compared to scenarios where responses
without nudges were polarized. This suggests that SNS

may refrain from using nudges for such scenarios to avoid
overwhelming users unnecessarily.

Our results also reveal the negative effect of affirmative social
nudges. In some cases where we found statistical significance,
affirmative social nudges could greatly increase the likelihood
of potentially risky choices (e.g., NudgeDummyData-40-Do
in S1 and NudgeDummyData-25-Do in S9 in Table 6) in
comparison to NudgeGeneral. These results clearly suggest
a boomerang effect of social nudges [12]. We thus conclude
that affirmative social nudges should be avoided for any case
of privacy and safety promotion purposes.

The advantage of social nudges using fictitious data was clear
only in S6 and S7 (i.e., NudgeDummyData-10 in S6 and
S7 and NudgeDummyData-25 in S7 in Table 8). In these
cases, fictitious data were more favorable to privacy/safety-
concerned actions than actual survey results. However, using
fictitious data can be misleading even if it is intended to be
for good purposes. Furthermore, the advantages of fictitious
data were unclear in the other scenarios. We thus suggest
using actual survey data in negative presentations or general
privacy/safety suggestions in practical settings.

Differences by gender observed in S9 (Table 9) show a
large deviation from the other results. In this particular
instance, women participants were more likely to choose



S1 S2 S3 S4 S5 S6 S7 S8 S9
NudgeGeneral against None

OR 0.89 0.71 1.05 0.77 0.89 0.90 0.77 0.76 0.92
[0.61,1.30] [0.57,0.88] [0.61,1.81] [0.56,1.05] [0.51,1.54] [0.68,1.18] [0.56,1.06] [0.51,1.14] [0.53,1.60]
p 0.56 <0.01 0.85 0.10 0.67 0.44 0.11 0.19 0.78
NudgeData-Do against None
OR 1.53 1.07 1.13 1.07 1.23 1.15 1.14 0.87 1.12
[0.99,2.37]  [0.86,1.33] [0.64,1.97] [0.75,1.52] [0.71,2.15] [0.86,1.52] [0.81,1.59] [0.59,1.29]  [0.64,1.96]
p 0.05 0.56 0.68 0.70 0.45 0.34 0.46 0.48 0.68
NudgeData-Don’t against None
OR 1.15 0.83 0.66 0.73 1.24 0.67 0.70 0.78 0.98
[0.74,1.79]  [0.66,1.04] [0.34,1.27] [0.51,1.05] [0.73,2.12]  [0.50,0.90] [0.50,0.97] [0.52,1.18] [0.56,1.74]
p 0.54 0.11 0.21 0.09 0.43 <0.01 <0.05 0.24 0.95
NudgeDummyData-Do against None
OR 1.65 0.99 1.51 0.86 1.17 0.98 0.84 1.03 1.46
[1.20,2.27] [0.83,1.18] [0.95,2.41] [0.65,1.13] [0.76,1.82] [0.78,1.23] [0.64,1.09] [0.75,1.42] [0.95,2.25]
p <0.01 0.88 0.08 0.27 0.47 0.85 0.19 0.86 0.08
NudgeDummyData-Don’t against None
OR 1.06 0.76 1.03 0.77 1.29 0.63 0.56 0.85 1.20
[0.76,1.47]  [0.63,0.90] [0.64,1.66] [0.59,1.01] [0.84,1.99] [0.50,0.79] [0.43,0.72] [0.62,1.17] [0.78,1.86]
p 0.75 <0.01 0.91 0.06 0.25 <0.001 <0.001 0.32 0.41

Table 5: Odds ratios (OR) and their 95% confidence intervals observed in the logistic regression comparing each of the nudge conditions (NudgeGeneral,
NudgeData, and NudgeDummyData) against None.

S1 S2 S3 S4 S5 S6 S7 S8 S9
NudgeData-Do against NudgeGeneral
OR 1.71 1.50 1.07 1.40 1.39 1.28 1.48 1.14 1.22
[1.11,2.65] [1.20,1.88] [0.64,1.80] [0.98,1.99] [0.79,2.46] [0.96,1.70] [1.06,2.06] [0.76,1.70]  [0.69,2.16]
p <0.05 <0.001 0.80 0.06 0.25 0.09 <0.05 0.54 0.50
NudgeDummyData-5-Do against NudgeGeneral
OR 1.86 1.22 1.5 1.16 1.24 1.21 1.10 1.35 1.02
[1.20,2.87] [0.97,1.55] [0.85,2.65] [0.77,1.73] [0.68,2.28] [0.89,1.64] [0.78,1.55] [0.86,2.14]  [0.55,1.90]
p <0.01 0.10 0.16 0.48 0.49 0.22 0.58 0.19 0.95
NudgeDummyData-10-Do against NudgeGeneral
OR 1.66 1.35 1.32 1.15 0.78 0.97 1.02 1.64 1.93
[1.06,2.59] [1.07,1.71] [0.73,2.37] [0.78,1.69] [0.40,1.52] [0.71,1.34] [0.73,1.42] [1.07,2.53] [1.13,3.29]
p <0.05 <0.05 0.36 0.48 0.46 0.87 0.93 <0.05 <0.05
NudgeDummyData-25-Do against NudgeGeneral
OR 1.92 1.55 1.15 1.07 2.04 0.91 0.97 1.24 2.07
[1.26,2.93] [1.22,1.96] [0.66,1.98] [0.71,1.60] [1.18,3.52] [0.67,1.24] [0.69,1.35] [0.80,1.91] [1.16,3.66]
p <0.01 <0.001 0.62 0.76 <0.05 0.55 0.85 0.34 <0.05
NudgeDummyData-40-Do against NudgeGeneral
OR 1.94 1.46 1.92 1.10 1.32 1.28 1.33 1.15 1.42
[1.26,2.99] [1.15,1.86] [1.12,3.29] [0.74,1.64] [0.73,2.39] [0.94,1.74] [0.94,1.88] [0.71,1.87] [0.78,2.57]
p <0.01 <0.01 <0.05 0.64 0.35 0.11 0.11 0.56 0.25

Table 6: Odds ratios (OR) and their 95% confidence intervals observed in the logistic regression comparing affirmative social nudges (NudgeData-Do and
NudgeDummyData-Do) against NudgeGeneral.

S1 S2 S3 S4 S5 S6 S7 S8 S9
NudgeData-Don’t against NudgeGeneral
OR 1.29 1.17 0.63 0.96 1.40 0.75 0.90 1.02 1.07
[0.83,2.00] [0.93,1.46] [0.34,1.17] [0.66,1.38] [0.81,2.42] [0.55,1.00] [0.65,1.25] [0.67,1.56] [0.60,1.91]
P 0.26 0.18 0.14 0.81 0.23 0.05 0.54 0.92 0.83
NudgeDummyData-5-Don’t against NudgeGeneral
OR 1.33 1.01 0.96 0.72 1.48 0.70 0.83 1.15 1.41
[0.84,2.09] [0.80,1.28] [0.52,1.77] [0.47,1.10] [0.84,2.63] [0.52,0.95] [0.59,1.16] [0.74,1.78]  [0.80,2.48]
P 0.23 0.93 0.90 0.13 0.18 <0.05 0.28 0.54 0.23
NudgeDummyData-10-Don’t against NudgeGeneral
OR 0.91 1.13 091 1.07 1.62 0.58 0.70 1.04 1.12
[0.55,1.50] [0.90,1.43] [0.50,1.68] [0.72,1.59] [0.91,2.87] [0.42,0.80] [0.50,0.97] [0.67,1.62] [0.61,2.07]
P 0.71 0.30 0.77 0.73 0.10 <0.001 <0.05 0.85 0.71
NudgeDummyData-25-Don’t against NudgeGeneral
OR 1.27 0.99 1.01 1.30 1.11 0.73 0.58 1.13 1.59
[0.82,1.97] [0.78,1.25]  [0.56,1.83] [0.88,1.92] [0.58,2.12] [0.53,1.00] [0.42,0.81] [0.73,1.75] [0.91,2.78]
14 0.28 0.92 0.96 0.20 0.75 0.05 <0.01 0.59 0.10
NudgeDummyData-40-Don’t against NudgeGeneral
OR 1.22 1.13 1.02 1.00 1.57 0.79 0.82 1.14 1.06
[0.77,1.94]  [0.90,1.43] [0.56,1.88] [0.67,1.48] [0.90,2.73] [0.58,1.08] [0.59,1.14] [0.73,1.76]  [0.57,1.97]
P 0.40 0.29 0.94 1.00 0.11 0.14 0.24 0.56 0.85

Table 7: Odds ratios (OR) and their 95% confidence intervals observed in the logistic regression comparing negative social nudges (NudgeData-Don’t and
NudgeDummyData-Don’t) against NudgeGeneral.



S1 S2 S3 S4 S5 S6 S7 S8 S9
NudgeDummyData-5 against NudgeData
OR 1.06 0.84 1.45 0.79 0.98 0.94 0.83 1.16 1.08
[0.74,1.50]  [0.71,1.00] [0.92,2.28] [0.58,1.08] [0.65,1.48] [0.76,1.18] [0.65,1.06] [0.84,1.60] [0.70,1.64]
p 0.76 <0.05 0.11 0.14 0.92 0.60 0.14 0.36 0.74
NudgeDummyData-10 against NudgeData
OR 0.84 0.93 1.32 0.96 0.84 0.77 0.73 1.22 1.34
[0.58,1.21] [0.78,1.11] [0.83,2.09] [0.71,1.29] [0.55,1.28]  [0.61,0.97] [0.57,0.93] [0.90,1.67] [0.89,2.02]
p 0.35 0.43 0.24 0.77 0.42 <0.05 <0.05 0.21 0.16
NudgeDummyData-25 against NudgeData
OR 1.06 0.93 1.27 1.02 1.15 0.83 0.65 1.10 1.59
[0.75,1.49] [0.78,1.11] [0.82,1.96] [0.75,1.38] [0.77,1.73]  [0.66,1.04]  [0.51,0.83] [0.80,1.50] [1.06,2.39]
p 0.76 0.43 0.29 0.91 0.50 0.11 <0.001 0.55 <0.05
NudgeDummyData-40 against NudgeData
OR 1.04 0.97 1.72 0.91 1.04 1.03 0.90 1.08 1.08
[0.73,1.48] [0.82,1.16] [1.10,2.66] [0.67,1.23] [0.70,1.55] [0.82,1.29] [0.71,1.15] [0.78,1.50]  [0.70,1.68]
p 0.83 0.75 <0.05 0.52 0.84 0.80 0.42 0.65 0.72
Using negative presentations
OR 0.66 0.77 0.66 0.84 1.08 0.63 0.65 0.84 0.83
[0.53,0.83] [0.69,0.86] [0.49,0.88] [0.69,1.03] [0.83,1.41] [0.54,0.73] [0.56,0.76] [0.69,1.04] [0.63,1.08]
p <0.001 <0.001 <0.01 0.09 0.58 <0.001 <0.001 0.11 0.16

Table 8: Odds ratios (OR) and their 95% confidence intervals observed in the logistic regression comparing NudgeDummyData against NudgeData. We also
included an explanatory variable representing whether a nudge was in a negative presentation.

S9 by gender  Men ‘Women

NudgeGeneral against None

OR 0.53 2.51
[0.27,1.06]  [0.83,7.59]

P 0.07 0.10

NudgeData-Do against None

OR 0.88 1.93
[0.44,1.77]  [0.61,6.08]

p 0.72 0.26

NudgeData-Don’t against None

OR 0.39 3.15
[0.18,0.89] [1.06,9.38]

p <0.05 <0.05

NudgeDummyData-Do against None

OR 0.87 4.15
[0.52,1.47]  [1.60,10.75]

p 0.61 <0.01

NudgeDummyData-Don’t against None

OR 0.60 3.42
[0.35,1.02]  [1.32,8.91]

p 0.06 <0.05

Table 9: Odds ratios (OR) and their 95% confidence intervals observed in
the logistic regression comparing each of the nudge conditions against None
separated by gender. Please refer to our supplemental document for the
analysis results of the other scenarios. Note that the “yes” response rate by
participants whose gender was unspecified in the None condition was 0%,
and logistic regression analysis did not show meaning results.

potentially risky actions with three kinds of social nudges.

The rate to choose potentially risky actions in the conditions
without nudges was 3.9% whereas it was 11.1% for the entire
participant group. One explanation of this deviation was
that data shown in social nudges were higher than the actual
statistics, resulting in persuasion to potentially risky actions.

LIMITATIONS

There are several limitations of this work to be discussed.
Our study is not intended to demonstrate the actual effects
of nudges on interaction and communication on SNS. Due to
the hypothetical nature of the study, the survey responses
represent intended actions by our participants on given
scenarios. Instead of directly integrating nudges to SNS, we
conducted online surveys, collecting large-scale data from
adolescent SNS users, to investigate the potential effect of
different nudge designs to promote privacy and safety. Meta
analysis by Schwenk and Mdoser reports a correlation of 0.54
between intention and behavior in environmental studies [22].
We thus believe that our study still offers strong insights on

nudge designs even if its design included a hypothetical nature
and observed people’s intention.

Our study was conducted on one particular SNS (Himabu),
where most users are Japanese. Thus, this homogeneous
cultural background may have influenced our results. Future
work should examine how different cultural backgrounds
could impact nudges on privacy/safety action choices.
Pop-ups used in our surveys deliberately avoid screenshots
of widgets or features or interactions which people would be
able to immediately associate with particular existing SNS.
People may exhibit different privacy/safety-concerned actions
depending on SNS (e.g., not sharing photos on Instagram, but
on Facebook). Future work should examine how different
SNS could impact on the benefits of nudges.

Profile data used in our analysis were all self-claimed by each
user, and we did not have any method to validate this data.
There may be users who deliberately enter fake profiles, which
can compound our results and analysis. The administration
team of Himabu is proactively removing users with fake
profiles. Our results can be re-validated in the future with
more targeted qualitative examinations (e.g., focus groups
with high school students).

CONCLUSION

Protecting adolescents from privacy and safety threats is
critical as SNS is very popular. We conducted large-scale
online surveys examining behavior choices of adolescent
SNS users in potentially privacy and safety-risky scenarios.
With 29,608 responses collected through online surveys,
we found that nudges with general descriptions or negative
social nudges can be effective in scenarios to which
adolescent SNS users exhibit polarized attitudes. Our
study also revealed that nudges would not be powerful
in scenarios where a large majority of users already lean
toward privacy/safety-concerned choices. Social nudges in
affirmative presentations should be avoided for purposes of
protecting privacy and safety.
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